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Course Description:
Introductory course in Computer Networking.  Covers data communication basics, network models, ethernet, cabling, remote connectivity, wireless networking, and basic TCP/IP operation and configuration
Course Objectives:
(Also indicate Library and/or electronic information resources)
· To become familiar with networking terms and concepts.
· To learn how networking components interact.
· To learn how to configure basic networking properties.
· To understand networking security threats and remedies.
Use of library and information resources is integrated into computer science certificate and degree programs in general education requirements and in computer science classes as relevant to the curriculum. Use of library and information resources is encouraged and students can access a variety of program-appropriate materials via the library's web-based electronic databases and print materials. Instruction in use of library and information resources is available to all students.
Student Learning Outcomes:
After completing this course, the successful student will be expected to:

· Define and discus basic data communication terms and concepts.
· Discuss the major types network applications.
· Understand and work with the OSI and TCP/IP network models.
· List and describe common networking protocols.
· Discuss binary representations of data.
· Distinguish the pros and cons of the major cabling types.
· Understand the pros and cons of the major networking topologies.
· Understand the Ethernet standards.
· Discuss radio signal propagation, including spread spectrum.
· Discuss current wireless standards (e.g., 802.11 and Bluetooth).
· Describe WAN technologies, including Virtual Private Networks.
· Describe TCP/IP operation and properly configure TCP/IP properties.
· Describe security threats and their remedies (security management, authentication mechanisms, firewall protection, cryptography etc.).
· Describe client/server architectures, web standards and peer-to-peer computing.
· Understand recent trends & applications in PC communications, including ATM, ADSL, cable modems, video phones, home entertainment centers, real-time video, etc.
Length of Course:
33 lecture hours
Grading Method:
Letter grade (A-F) or Pass/No Pass
Prerequisites:
Pass CS-150  Computer Technician Orientation
Major Topic Outline:
1. Data Communication Fundamentals

a. Digital vs. Analog

b. Communication Channels (including Duplex)

c. BaseBand vs. Broadband

d. Modulation (Frequency, Amplitude, Phase)

e. Asyncronous vs Synchronous

f. Parity and Checksums

g. Bandwidth vs. Throughput

h. Propagation, Attenuation, and Noise

i. Multiplexing 

2. Network Models

a. OSI Model

b. TCP/IP Model

3. Network Topology

a. Types: Bus, Ring, Star, Mesh, Point-to-Point and Point-to-Multipoint

b. Physical vs. Signaling

4. Cabling

a. Coax

b. Twisted Pair

c. Fiber Optic

5. Ethernet Standards and Operation

a. 10/100/1000BaseX standards

b. Operation

6. TCP/IP standards and Operation

a. Significant Protocols at each layer

b. Basic Properties, their purpose, and how they relate

c. Common command for configuration, testing, and troubleshooting

7. Remote Connectivity

a. Telephony

b. Last Mile (Dialup, DSL, Cable, Satellite, Wireless, Fiber)

c. Remote Access

8. Wireless Networking

a. 802.11 standards

b. Wireless Security (WEP, WPA, WPA2, etc.)

c. AdHoc and Infrastructure modes

d. Configuration and Troubleshooting

9. Security

a. Common Threats 

b. Preventative measures

c. Authentication and Authorization 

d. Firewall Basics
CCC AAOT/ASOT GENERAL EDUCATION OUTCOMES 
Course Title and Number:   CS-179 
COURSE OUTLINE MAPPING CHART
Networking I
 Mark outcomes addressed by this course:

· Mark “C” if this course completely addresses the outcome. Students who successfully complete this course are likely to have attained this learning outcome.

· Mark “S” if this course substantially addresses the outcome. More than one course is required for the outcome to be completely addressed. Students who successfully complete all of the required courses are likely to have attained this learning outcome.

· Mark “P” if this course partially addresses the outcome. Students will have been exposed to the outcome as part of the class, but the class is not a primary means for attaining the outcome and assessment for general education purposes may not be necessary.

 As a result of completing the AAOT /ASOT general education requirements, students will be able to:

	WR: Writing Outcomes
	

	1. Read actively, think critically, and write purposefully and capably for academic and, in some 
              cases, professional audiences.
	

	2. Locate, evaluate, and ethically utilize information to communicate effectively.
	P

	3. Demonstrate appropriate reasoning in response to complex issues.
	

	SP: Speech/Oral Communication Outcomes
	

	1. Engage in ethical communication processes that accomplish goals.
	

	2. Respond to the needs of diverse audiences and contexts.
	

	3. Build and manage relationships.
	

	MA: Mathematics Outcomes
	

	1. Use appropriate mathematics to solve problems.
	

	2. Recognize which mathematical concepts are applicable to a scenario, apply appropriate 
    mathematics and technology in its analysis, and then accurately interpret, validate, and
    communicate the results.
	

	AL: Arts and Letters Outcomes 
 
	

	1. Interpret and engage in the Arts & Letters, making use of the creative process to enrich the quality of
    life. 
	

	2. Critically analyze values and ethics within a range of human experience and expression to engage 
    more fully in local and global issues. 
	

	SS: Social Science Outcomes
	

	1. Apply analytical skills to social phenomena in order to understand human behavior.
	

	2. Apply knowledge and experience to foster personal growth and better appreciate the diverse social
    world in which we live.
	

	SC: Science or Computer Science Outcomes
	

	1. Gather, comprehend, and communicate scientific and technical information in order to explore 
    ideas, models, and solutions and generate further questions.
	

	2. Apply scientific and technical modes of inquiry, individually, and collaboratively, to critically
    evaluate existing or alternative explanations, solve problems, and make evidence-based decisions 
    in an ethical manner.
	

	3. Assess the strengths and weaknesses of scientific studies and critically examine the influence of 
    scientific and technical knowledge on human society and the environment.
	

	CL: Cultural Literacy Outcome

	

	1. Identify and analyze complex practices, values, and beliefs and the culturally and historically 
              defined meanings of difference. 
	

	IL: Information Literacy Outcomes

	

	1. Formulate a problem statement.
	

	2. Determine the nature and extent of the information needed to address the problem.
	

	3. Access relevant information effectively and efficiently.
	

	4. Evaluate information and its course critically.
	

	5. Understand many of the economic, legal, and social issues surrounding the use of information.
	


�  “Arts and Letters” refers to works of art, whether written, crafted, designed, or performed and documents of historical or cultural significance.


� Must be embedded in a course that meets the outcomes for Arts and Letters, Social Science, or Science/Computer Science. 


� Must be embedded in the general education required Writing courses     Revised 2010-2011 to reflect Statewide AAOT outcomes





